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* Introductions

* Cybersecurity definitions and threats
* Analysis, protection, and recovery

* Data Privacy and Protection

e Strategic Planning
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My Background

International EdTech consultant * Former Chair of the ISTE Board
— Leadership consultation

— EdTech planning and evaluation
— Digital Citizenship .

Blogger,Vlogger, Presenter on EdTech

— Training , http://mattharrisedd.com
http://internationaledtech.com '

* Consulted with schools, companies, & . .
MOEs from 10+ countries on EdTech * Twitter: @mattharrisedd

*  Worked as Tech Director for |5+ years
* Current Project:

+  Helped the SG PDPC work with Int'l EL“eP"i,"t for Technology in
schools around the PDPA ucation

“We help all schools use technology successfully.”

:: edtch.co/2E4LLaD :: @MattHarrisEdD :: matt@internationaledtech.com



http://internationaledtech.com/
http://mattharrisedd.com/
http://twitter.com/mattharrisedd
https://edtch.co/2E4LLaD
http://twitter.com/mattharrisedd
mailto:matt@internationaledtech.com

FIND A GROUP AND INTRODUCE YOURSELVES
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What is Cybersecurity?

Cybersecurity is the practice of protecting systems, networks, and programs from
digital attacks. These attacks are usually aimed at accessing, changing, or destroying

sensitive information; extorting money from users; or interrupting normal business
processes.

Implementing effective cybersecurity measures is particularly challenging today because
there are more devices than people, and attackers are becoming more innovative.

- CISCO SYSTEMS, 2018
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DISCUSS: WHAT ARE THE CYBERSECURITY
NEEDS AT YOUR SCHOOL/INSTITUTION?
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Most Common Cybersecurity Threats for Schools

DDoS Data Breach

Phishing Ransomware
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DDoS — Distributed Denial of Service attack

“In a DDoS attack, the incoming traffic
flooding the victim originates from many
different sources — potentially hundreds
of thousands or more.This effectively
makes it impossible to stop the attack
simply by blocking a single IP address;
plus, it is very difficult to distinguish
legitimate user traffic from attack traffic
when spread across so many points of
origin.”

- Webopedia
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Phishing

“Phishing is the act of sending an email to a user falsely
claiming to be an established legitimate enterprise in
an attempt to scam the user into surrendering private
information that will be used for identity theft.

Phishing email will typically direct the user to visit

a website where they are asked to update personal
information, such as a password, credit card, social
security, or bank account numbers, that the legitimate
organization already has.The website, however, is
bogus and will capture and steal any information the
user enters on the page (see "website spoofing").”

- Webopedia
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Data Breach

“A data breach, also called a security breach, is the
phrase used to describe a security issue where the
intentional or unintentional release of information
takes place. Usually the information is private,
confidential or personal information that was given in
trust to the organization.

A data breach may occur for a number of reasons. For
example, a data breach could be the result of
unauthorized acquisition of personal information
through employee negligence (i.e., photocopying) to
computer hard drives not properly disposed of,

to hackers gaining access to data through an exploit or
other malicious attack.”

- Webopedia
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Ransomware

“Ransomware is a form of malware in which rogue
software codeeffectively holds a user's computer
hostage until a "ransom" fee is paid. Ransomware often
infiltrates a PC as a computer worm or Trojan

horse that takes advantage of open security
vulnerabilities. Most ransomware attacks are the result
of clicking on an infected email attachment or visiting
hacked or malicious websites.

Upon compromising a computer, ransomware will
typically either lock a user's system or encrypt files on
the computer and then demand payment before the
system or files will be restored.”

- Webopedia
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DISCUSS: HOW DO THESE THREATS MANIFEST
AT YOUR SCHOOL?
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Analyzing, Protecting, and Recovering
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What to do before, during, and after an attack

* Before * During
— Audit threats — Isolated the threat
— Set policies for access and retention — Quarantine
— Regular education — Deny access to and between systems
— Create walled gardens in your — Shut systems down
network — Change policies

— Update, update, update
o After

— Forensics
— Data analysis

— User transparency
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WHAT IS THE BIGGEST
SECURITY THREAT AT
YOUR SCHOOL?

NUMBER 2?
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The Most Common Security Holes for Schools are...

|. Users —Weak passwords, left open devices, bad
habits

|. RESOLUTION - Polices, education, spot checking,
limits...

2. loT — Internet of Things — Devices connected to the
network without control

|. RESOLUTION - VLAN:s, policies, separation
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RESOURCE REVIEW I:

GETTING STARTED WITH CYBERSECURITY
COSN - HTTPS://EDTCH.CO/2NRG4AMY
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RESOURCE REVIEW 2:

TOP 5 CYBERSECURITY THREATS FOR SCHOOLS
COSN - HTTPS://EDTCH.CO/2BXLQIL
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RESOURCE REVIEW 3:

CYBERSECURITY RECOMMENDATIONS
ATLIS - HTTPS://EDTCH.CO/2BYT94T
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DISCUSS: WHAT ARE THE KEY TAKEAWAYS
FROM THE RESOURCES?
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Key Elements of Data Privacy and Protection

*  Which “Data”?

* Privacy

*  Protection

* Access and Usage

e Retention

« DPO
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Which “Data’?

* |dentifiable information

* Personal Information

* Facts

* Performance information

* Images, audio, video, etc.
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Data Privacy

* Need a clear data privacy policy
— Clarify access and administration
— Include a privacy statement

“A Web document found on a
company or organization's YWeb
sitethat details the type of personally
identifiable informationthe company
collects about its site visitors, how the
information is used — including who it
may be shared with — and how users
can control the information that is
gathered.”

— Webopedia

:: edtch.co/2E4LLaD :: @MattHarrisEdD :: matt@internationaledtech.com



https://www.webopedia.com/TERM/W/World_Wide_Web.htmlhttps://www.webopedia.com/TERM/W/World_Wide_Web.html
https://www.webopedia.com/TERM/W/web_site.html
https://www.webopedia.com/TERM/P/personally_identifiable_information.html
https://edtch.co/2E4LLaD
http://twitter.com/mattharrisedd
mailto:matt@internationaledtech.com

Protection and Access

Protection guidelines for systems that
house data

Clear access rights by user, system,
etc.

Clarity of opt-in and opt-out

Users must be given access upon
request
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DPO — Data Protection Officer

A data protection officer (DPO) is an
enterprise security leadership role
required by the General Data
Protection Regulation (GDPR). Data
protection officers are responsible for
overseeing data protection strategy and
implementation to ensure compliance
with GDPR requirements.

- Digital Guardian

- Every school needs a DPO

- Doesn’t need to be the IT Manager or
a full time position
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DISCUSS: HOW GDPR AFFECT YOUR
SCHOOL/INSTITUTION?
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START DEVELOPING A CYBERSECURITY/ DATA
PROTECTION STRATEGY PLAN
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CONNECT WITH ME

Email: matt@internationaledtech.com

Twitter: @ MattHarrisEdD

Learn more about International EdTech
http://internationaledtech.com
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Links to videos

* Cybersecurity —Top 10 Threats
— https://youtu.be/dVW IFNWSaTg

*  What to Do Before, During and After a Cyber Attack
— https://youtu.be/kF7nkpEPmZg

* GDPR:What Is It and How Might It Affect You?
— https://youtu.be/jéwwBqgfSk-o
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